CHAPTER 14

Troubleshooting Dialin Connections

This chapter describes procedures for troubleshooting dialin connections. The chapter begins with
the following sections:

® Using themodem autoconfigureCommand
® Establishing a Reverse Telnet Session to a Modem
® Interpretingshow line Output

The remainder of the chapter presents symptoms, problems, and solutions for router-to-router and
PC-to-router dialin connections.

® No Connectivity between Modem and Router
® Modem Does Not Dial

® Modem Does Not Answer

® Modem Hangs Up Shortly After Connecting
¢ Dialin Client Receives No EXEC Prompt

® Dialin Session Sees “Garbage”

® Dialin Session Ends Up in Existing Session
® Modem Cannot Send or Receive Data

® Modem Cannot Send or Receive IP Data

® Modem Cannot Send or Receive IPX Data

® Modem Does Not Disconnect Properly

® Link Goes Down Too Soon

® Link Does Not Go Down or Stays Up Too Long

® Poor Performance

Note This chapter does notwer Apple Remote Access (ARA) dialin connectiorm.iRformation
on troubleshooting ARA connections, see the “Troubleshooting AppleTalk” chapter.
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Using the modem autoconfigure Command

Using the modem autoconfigure Command

If you are using Cisco Internetwork Operating System (Cisco I0S) Release 11.1 or later, you can
configure your Cisco router to communicate with and configure your modem automatically.

Use the following procedure to configure a Cisco router to automatically attempt to discover what
kind of modem is connected to the line and then to configure the modem:

Step1  To discover the type of modem attached to your router, usaddem autoconfigure
discoveryline configuration command.

Step2  When the modem is successfully discovered, configure the modem automatically using
themodem autoconfigure typemodem-naméne configuration command.

If you want to display the list of modems for which the router has entries, uskealvenodemcap
modem-namdf you want to change a modem value that was returned froghtive modemcap
command, use th@odemcap editmodem-name attribute valliee configuration command.

For complete information on the use of these commands, refer to the Ciséod€s3 Services
Configuration GuideandAccess Services Command Reference

Establishing a Reverse Telnet Session to a Modem

If you are running Cisco |IOS Release 11.0 or earlier, you must establish a reverse Telnet session to
configure a modem to communicate with a Ciscaate As long as you lock the DTE-side speed of

the modem (see Table 14-5 for information on locking the modem speed), the modem will always
communicate with the access server or router at the desired speed. Be certain that the speed of the
Cisco device is configured prior to issuing commands to the modem via a reverse Telnet session.
(See Table 14-5 for information on configuring the speed of the access server or router.)

To initiate a reverse Telnet session to your modem, perform the following steps:
Stepl  From your terminal, use the command
telnetip-addres20yy

whereip-addresss the IP address of pmactive, connected inteate on the Cisco diee,
andyy is the line number to which the modem is connected. For example, the following
command would connect you to the auxiliary port on a Cisco router with IP address
192.169.53.52:

telnet 192.169.53.52 2001

Generally, a Telnet command of this kind can be issued from anywhere on the network
that carmping the IP address in question.

Note On a Cisco routeport 01 is the auxiliary port. On a Cisco accessesgdhe auxiliary port is
last_tty+1, so on a 16-port access server, the auxiliary port is port 17. UskalwdineEXEC
command to make certain you are working with the correct line.

Step2  If the connection is refused, there may already be a user connected to that port. Use the
show usersEXEC command to determine if the line is being used. If desired, the line can
be cleared from the console using thear line privileged EXEC command. When you
are certain the line is not in use, attempt the Telnet connection again.
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Establishing a Reverse Telnet Session to a Modem

Step 3 If the connection is again refused, confirm that you have set modem control to
modem inoutfor that line. See Table 14-2 for more information on configuring modem
control on a line.

Step4  If the connection is still refused, the modem might be asserting CD all of the time.
Disconnect the modem from the line, establistvanse €lnet session, and then connect
the modem.

Step5  After successfully making the Telnet connection, eAfeland make sure the modem
replies with OK.

Figure 14-1 shows a typical Hayes-compatible modem command string. Be certain to
check the documentation for your specific modem to verify the exact syntax of these
commands.

Figure 14-1 Typical Hayes-Compatible Modem Command String
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Interpreting show line Output

Interpreting show line Output

The output from thehow lineline-numberEXEC command is useful when troubleshooting a

modem-to-access server or router connection. Figure 14-2 shows the output fetiovtHme
command.

Figure 14-2 show line Command Output

Line speed Modem control enabled

Chonci show | i ne 1\
Tty Typ Tx/ Rx Mbdem| Roty AccO Accl Uses Noi se Overruns
1 AUX |38400/38400| - |i nout - - - 0 0 0/0

Hardware flow Line 1, Location: "", Type:
control enabled Length: 24 lines, Wdth: 80 col ums
rate (TX/RX) is 38400/38400, no parity, 2 stopbits, 8 databits
Modem St at us: it Banner
state Capabi | i ti es: [Hardware Flowcontrol In, Hardware Flowcontrol Qut |
Modem€allout, Modem Rl is CD

EXEC timeout __ Mpdem state:
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Ti meout s: I dl e EXEC I dl e Session Mbdem Answer  Sessi on Di spat ch
0:10: 00 never none not set
Session limt is not set.
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Hi story is enabled, history size is 10.
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Modem Al l owed transports are pad telnet nop. Preferred is telnet.
t characters are padded
hardware state No speci al da ispat ching characters
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When connectivity problems occur, important output appears in the Modem State and the Modem
Hardware State fields.

Note The Modem Hardware State field does not appear inghew lineoutput for ery platform.
In certain cases, the indications for signal states will be shown in the Modem State field instead.
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Interpreting show line Output

Table 14-1 shows typical Modem State and Modem Hardware State strings from the output of the
show linecommand and explains the meaning of each state.

Table 14-1 Modem and Modem Hardware States in show line Output

Modem State Modem Hardware State  Meaning

Idle CTS noDSR DTR RTS These are the proper modem states for connections between an access server or router and a
modem (when there is no incoming call). Output of any other kind generally indicates a
problem.

Ready - If the Modem State is Ready instead of Idle, there are three possibilities:

1 Modem control is not configured on the access server or router. Configure the access
server or router with theodem inoutline configuration command.

2 A session exists on the line. Use #mw usersEXEC command and use thkear line
privileged EXEC command to stop the session if desired.

3 DSRis high. There are two possible reasons for this:

— Cabling problems—If your connector uses DB-25 pin 6 and has no pin 8, you must
move the pin from 6 to 8 or get the appropriate connector.

— Modem configured for DCD wfays high—The modem should be reconfigured te ha
DCD high only on CD: This is usually done with th&C1 modem command (see
Figure 14-1), but check your modem documentation for the exact syntax for your
modem.

If your software does not support modem control, you must configure the access serv
line to which the modem is connected with tlreexedine configuration command.

Clear the line with thelear line privileged EXEC command, initiate a reverse Telnet
session with the modem, and reconfigure the modem so that DCD is high only on CD.

End the Telnet session by enterttigconnectand reconfigure the access server line
with theexecline configuration command.

Ready noCTS noDSR DTR RTS There are four possibilities for the noCTS string appearing in the Modem Hardware State
field:

1 The modem is turned off.

2 The modem is not connected to the acces®sereperly Check the cabling connections
from the modem to the access server.

3 Incorrect cabling (either rolled MDCE, or straight MDTE but without the pins moved).
See Table 14-2 for information on the recommended cabling configuration.

4 The modem is not configured for ha@ flav control. Disable hardare flav control on
the access sesvwith theno flowcontrol hardware line configuration command and then
enable hardware flow control on the modem via a Reverse Telnet session. (Consult your
modem documentation and see the section “Establishing a Reverse Telnet Session to a
Modem” earlier in this chapter.)

Reenable hardware flow control on the access server wiflothentrol hardware line
configuration command.
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Interpreting show line Output

Modem State Modem Hardware State Meaning

Ready CTS DSR DTR RTS There are two possibilities for the presence of the DSR string instead of the noDSR string in
the Modem Hardware State field:

1 Incorrect cabling (either rolled MDCE, or straight MDTE but without the pins moved).
See Table 14-2 for information on the recommended cabling configuration.

2 The modem is configured for DCD always high. Reconfigure the modem so that DCD is
only high on CD. This is usually done with th€1 modem command (see Figure 14-1),
but check your modem documentation for the exact syntax for your modem.

Configure the access server line to which the modem is connected with ékedine
configuration command. Clear the line with thear line privileged EXEC command,

initiate a reversedinet session with the modem, and reconfigure the modem so that DCD
is high only on CD.

End the €lnet session by enterinigsconnect Reconfigure the access sarline with the
execline configuration command.

Ready CTS* DSR* DTR RTS If this string appears in the Modem Hardware State field, modem control is probably not
enabled on the access server. Usaribdem inoutline configuration command to enable
modem control on the line.

See Table 14-2 for more information on configuring modem control on an access server or
router line.

1. CD=carrier detect
2. A “*" next to a signal indicates one of two things: the signal has changed within the last few seconds, or the signal is not being used by the modem control metho
selected.
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No Connectivity between Modem and Router

No Connectivity between Modem and Router

Symptom: The connection between a modem and a Cisco access server or router does not work.
Attempts to initiate a reverse Telnet session to the modem have no result, or the user receives a
“Connection Refused by Foreign Host” message.

Note More specific symptoms for dialin connection problems are covered later in this chapter.

Table 14-2 outlines the problems that might cause this symptom and describes solutions to those

problems.

Table 14-2 Dialin: No Connectivity between Modem and Router

Possible Causes

Suggested Actions

Modem control is not enabled on the accesStep 1

server or router

Step 2

Use theshow lineEXEC command on the access server or router. The output for the
auxiliary port should shw “inout” or “RlisCD” in the Modem column. This indicates
that modem control is enabled on the line of the access server or router.

For an explanation athow lineoutput, see the “Interpretirghow line Output”
section earlier in this chapter.

Configure the line for modem control using thedem inoutline configuration
command. Modem control is now enabled on the access server.

Note: Be certain to use themodem inoutcommand and not theodem ri-is-cd
command while the connectivity of the modem is in question. The latter command
allows the line to accept incoming calls arButgoing calls will be refused, making it
impossible to establish &fet session with the modem to configure it. If yanito
enable thenodem ri-is-cd command, do so only after you are certain the modem is
functioning correctly.

Incorrect cabling

Step 1

Step 2

Check the cabling between the modem and the access server or router. Confirm that
the modem is connected to the auxiliary port on the access server or router with a
rolled RJ-45 cable and an MMOD DB-25 adapter. This cabling configuration is
recommended and supported by Cisco for RJ-45 ports. (These connectors are typically
labelled “Modem.”)

Use theshow lineEXEC command to verify that the cabling is correct. See the
explanation of thehow linecommand output in the section “Interpretstgpw line
Output” earlier in this chapter.

Hardware problem

Step 1
Step 2

Step 3

Verify that you are using the correct cabling and that all connections are good.

Check all hardware for damage, including cabling (broken wires), adapters (loose
pins), access server ports, and modem.

See the “Troubleshooting Hardware and Booting Problems” chapter for more
information on hardware troubleshooting.
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Modem Does Not Dial

Modem Does Not Dial

Symptom: Dialin sessions cannot be established because the modem does not dial properly.

Table 14-3 outlines the problems that might cause this symptom and describes solutions to those

problems.

Table 14-3 Dialin: Modem Does Not Dial

Possible Causes Suggested Actions

Incorrect cabling

Step 1

Step 2

Check the cabling between the modem and the access server or router. Confirm that
the modem is connected to the auxiliary port on the access server or router with a
rolled RJ-45 cable and an MMOD DB-25 adapter. This cabling configuration is
recommended and supported by Cisco for RJ-45 ports. (These connectors are typically
labelled “Modem.”)

Use theshow lineEXEC command to verify that the cabling is correct. See the
explanation of thehow linecommand output in the section “Interpretsigpw line
Output” earlier in this chapter.

Modem hardware problem

Check the modem's phical connection. Maksure the modem is on and is connected securely
to the correct port. Maksure the transmit and reaeindicator lights flash when the chat script
is running.

No interesting packets defined

Step 1

Use theshow running-configprivileged EXEC command to view the router
configuration. Check théialer-list interface configuration command entries to see
which access lists, if any, are being used to define interesting traffic.

Step 2 Make sure that the access lists referenced bgigther-list commands specify all
traffic that should bring the link up (interesting traffic).
Step 3 If necessary, modify thaccess listcommands so that they define the proper traffic as
interesting.
Missing chat script Step 1 Use thedebug chatprivileged EXEC command to check if there is a chat script
running.
Step 2 If there is no chat script running, use gtart-chat privileged EXEC command or

another appropriate command to start the chat script on the line.

For detailed information about creating and configuring chat scripts, refer to the Cisco 10S
Access Services Configuration GuatelAccess Services Command Reference

Bad chat script

Step 1

Step 2
Step 3

Establish a reverseelhet session to the modem and step through each step of the chat
script.

Verify that the command response to each chat script step is correct.

Fix any inconsistencies you find in the chat script.

For detailed information about creating and configuring chat scripts, refer to the Cisco 10S
Access Services Configuration GuatelAccess Services Command Reference
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Modem Does Not Answer

Modem Does Not Answer

Symptom: When attempting to open a dialin connection to a modem, the modem does not answer

the call.
Table 14-4 outlines the problems that might cause this symptom and describes solutions to those
problems.
Table 14-4 Dialin: Modem Does Not Answer
Possible Causes Suggested Actions
Incorrect cabling Step 1 Check the cabling between the modem and the access server or router. Confirm that

Step 2

the modem is connected to the auxiliary port on the access server or router with a
rolled RJ-45 cable and an MMOD DB-25 adapter. This cabling configuration is
recommended and supported by Cisco for RJ-45 ports. (These connectors are typically
labeled “Modem.”)

Use theshow lineEXEC command to verify that the cabling is correct. See the
explanation of thehow linecommand output in the section “Interpretsigpw line
Output” earlier in this chapter.

Modem control not enabled on access servetep 1
or router

Obsene the remote modem to see if it is reo®y a DTR signal from the routdviost
modems hay a DTR indicator light. Check the modem documentation to interpret the
indicator lights.

Step 2 If the DTR indicator light is on, the modem is seeing a DTR signal from the router.
You can also enter trehow line EXEC command to check for DTR. If the modem
hardware state stws the string noDTR, then the router is configured to hold DWR lo
and the modem is not seeing a DTR signal.

Step 3 Configure modem control using either thedem inout or themodem ri-is-cd line
configuration command.

Misconfigureddialer map commands Step 1 Use theshow running-configprivileged EXEC command to view the router
configuration. Check atlialer map statements to make sure they are configured
correctly.

Step 2 Correctdialer map statements as necessary, making certain that all options are

specified properly.

For detailed information on configuring dialer maps, refer to the Cisca\lid&-Area
Networking Configuration GuidendWide-Area Networking Command Reference

Remote modem not set to auto-answer Step 1

Step 2

Check the remote modem to see if it is set to auto-answer. Usually, an AA indicator
light will be on when auto-answer is set.

Set the remote modem to auto-answer if it is not alreadyséhd’out how to verify
and change the modem's settings, refer to your modem documentation.

Wrong telephone line attached to remote Step 1
modem

Step 2

Make sure you are using the correct telephone line. Replace the remote modem with a
telephone and call again. If the phone rings, you are using the correct telephone line.

Contact the telephone company to make sure that the line is good.

Remote modem not attached to a router  Step 1

Step 2

Make sure the remote modem is attached to a router or other device that is asserting
DTR.

Most modems have an LED indicator for DTR. Check to make sure this indicator
comes on.
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Modem Hangs Up Shortly After Connecting

Modem Hangs Up Shortly After Connecting

Symptom: A dialin connection is successful but the modem hangs up after 30 to 90 seconds.

Table 14-5 outlines the problems that might cause this symptom and describes solutions to those

problems.
Table 14-5 Dialin: Modem Hangs Up Shortly After Connecting
Possible Causes Suggested Actions
Modem speed setting is not locked Step1 Use theshow lineEXEC command on the access server or router. The output for the

Step 2

Step 3

Step 4

Step 5

auxiliary port should indicate the currently configured @rd RX speeds.

For an explanation of the output from steow linecommand, see the section
“Interpretingshow line Output” earlier in this chapter.

If the line is not configured to the correct speed, usspkedline configuration
command to set the line speed on the access server or router line. Set the value to the
highest speed in common between the modem and the access server or router port.

Note: If for some reason you cannot usevicontrol, limit the line speed to 96@Ps.
Faster speeds are likely to result in lost data.

Use theshow lineEXEC command again and confirm that the line speed is set to the
desired value.

When you are certain that the access server or router line is configured for the desired
speed, initiate a reverse Telnet session to the modem on that line. For more
information, see the section “Establishing a Reverse Telnet Session to a Modem”
earlier in this chapter.

Use a modem command string that includes the lock DTE speed command for your
modem. See your modem documentation for exact configuration command syntax.

Note: The lock DTE speed command, which might also be referredporaste
adjustor buffered modeis often related to the way in which the modem handles error
correction. This command varies widely between modems.

Locking the modem speed ensures that the modem always communicates with the
Cisco access seswor router at the speed configured on the Cisco auxiliary port. If this
command is not used, the modem will revert to the speed of the data link (the
telephone line) instead of communicating at the speed configured on the access server.

Modem control is not enabled on the accesStep 1
server or router

Step 2

Use theshow line EXEC command on the access server or router. The output for the
auxiliary port should shw “inout” or “RlisCD” in the Modem column. This indicates
that modem control is enabled on the line of the access server or router.

For an explanation of trghow lineoutput, see the “Interpretirghow line Output”
section earlier in this chapter.

Configure the line for modem control using thedem inoutline configuration
command. Modem control is now enabled on the access server.

Note: Be certain to use thmodem inoutcommand instead of thmodem ri-is-cd
command while the connectivity of the modem is in question. The latter command
allows the line to accept incoming calls arButgoing calls will be refused, making it
impossible to establish &[fiet session with the modem to configure it. If yanito
enable thenodem ri-is-cd command, do so only after you are certain the modem is
functioning correctly.
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Modem Hangs Up Shortly After Connecting

Possible Causes

Suggested Actions

PPP authentication fails Step 1 Use thedebug ppp chapprivileged EXEC command to see if PPP authenticatias w
successful. Check the output for the phrase “Passed authentication with remote.” If
you see this output, authentication was successful.

Step 2 If PPP authentication was not successful, verify the username and password
configured on the router. The username and password you enter must be identical to
those configured on the router.

Note: Usernames and passwords are case-sensitive.

Local router not waiting long enoughto  Step1 Use theshow dialer EXEC command to see the configured dialer timeout. A timeout

connect value of less than 120 seconds will not be long enough.

Step 2 Configure the local router to wait longer for the connection. Usdiier
wait-for-carrier-time seconddo the configuration. Make sure you specify at least a
120-second timeout.

Chat script problem Step 1 Enter thedebug chatprivileged EXEC command. If you see the output “Success” at
the end of the chat script, the chat script completed successfully.

Step 2 Make the timeout in the chat script longer at the point where it fails.

Step 3 If the problem persists, verify that the command response to each chat script step is
correct. Open a reverse Telnet session to the modem and step through the chat script.

Step 4 Fix any inconsistencies you find in the chat script.

For detailed information about creating and configuring chat scripts, refer to the Cisco 10S
Access Services Configuration GuaeAccess Services Command Reference

1. Tx=transmit
2. Rx=receive
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Dialin Client Receives No EXEC Prompt

Dialin Client Receives No EXEC Prompt

Symptom: A remote dialin client opens a session and appears to be connatted,ser does not
receive an EXEC prompt (for example, a Username or Router> prompt).

Table 14-6 outlines the problems that might cause this symptom and describes solutions to those

problems.

Table 14-6 Dialin: Dialin Client Receives No EXEC Prompt

Possible Causes

Suggested Actions

Autoselect is enabled on the line

Attempt to access EXEC mode by issuing a carriage return.

Line is configured with thao exec Step 1
command

Step 2

Use theshow lineEXEC command to view the status of the appropriate line.

Check the Capabilities field to see if it says “EXEC suppréesi$dhis is the case, the
no exedine configuration command is enabled.

Configure theexecline configuration command on the line to allBXEC sessions to
be initiated.

Flow control is not enabled, is enabled onlyStep 1
on one device (either DTE or DCE), or is

misconfigured

Step 2

Step 3

Step 4

Use theshow lineaux-line-numbeEXEC command and look for the folling in the
Capabilities field (see Figure 14-2):

Capabilities: Hardware Flowcontrol In, Hardware Flowcontrol Out...

If there is no mention of hardware flow control in this field, hardware flow control is
not enabled on the line. Hardware flow control for access server-to-modem
connections is recommended.

For an explanation of the output from stew linecommand, see the “Interpreting
show line Output” section earlier in this chapter.

Configure hardware flow control on the line usingfto@control hardware line
configuration command.

Note: If for some reason you cannot usevlocontrol, limit the line speed to 96@Ps.
Faster speeds are likely to result in lost data.

After enabling hardware flow control on the access server or router line, initiate a
reverse Telnet session to the modem via that line. For more information, see the
section “Establishing a Reverse Telnet Session to a Modem” earlier in this chapter.

Use a modem command string that includes the RTS/CTS Flow command for your
modem. This command ensures that the modem is using the same method of flow
control (that is, hardware flow control) as the Cisco access server or router. See your
modem documentation for exact configuration command syntax. Figure 14-1 shows
the hardware flow control command string for a Hayes-compatible modem.
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Dialin Client Receives No EXEC Prompt

Possible Causes

Suggested Actions

Modem speed setting is not locked

Step 1

Step 2

Step 3

Step 4

Step 5

Use theshow lineEXEC command on the access server or router. The output for the
auxiliary port should indicate the currently configured Tx and Rx speeds.

For an explanation of the output of tlgow linecommand, see the “Interpreting
show lineOutput” section earlier in this chapter.

If the line is not configured to the correct speed, ussphedline configuration
command to set the line speed on the access server or router line. Set the value to the
highest speed in common between the modem and the access server or router port.

Note: If for some reason you cannot usevioontrol, limit the line speed to 96@ps.
Faster speeds are likely to result in lost data.

Use theshow lineEXEC command again and confirm that the line speed is set to the
desired value.

When you are certain that the access server or router line is configured for the desired
speed, initiate a reverse Telnet session to the modem via that line. For more
information, see the section “Establishing a Reverse Telnet Session to a Modem”
earlier in this chapter.

Use a modem command string that includes the lock DTE speed command for your
modem. See your modem documentation for exact configuration command syntax.

Note: The lock DTE speed command, which might also be referredporaste
adjustor buffered modes often related to the way in which the modem handles error
correction. This command varies widely between modems.

Locking the modem speed ensures that the modem always communicates with the
Cisco access seswor router at the speed configured on the Cisco auxiliary port. If this
command is not used, the modem will revert to the speed of the data link (the
telephone line) instead of communicating at the speed configured on the access server.
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Dialin Session Sees “Garbage”

Dialin Session Sees “Garbage”

Symptom: Attempts to establish remote dialin sessions over a modem to a Cisco access server or
router return “grbage” and ultimately result in no connection to the remote site. Users might see a
“Connection Closed by Foreign Host” message.

Table 14-7 outlines the problems that might cause this symptom and describes solutions to those

problems.
Table 14-7 Dialin: Dialin Session Sees “Garbage”
Possible Causes Suggested Actions
Modem speed setting is not locked Step1 Use theshow lineEXEC command on the access server or router. The output for the

Step 2

Step 3

Step 4

Step 5

auxiliary port should indicate the currently configured Tx and Rx speeds.

For an explanation of the output of tleow linecommand, see the “Interpreting
show line Output” section earlier in this chapter.

If the line is not configured to the correct speed, usspkedline configuration
command to set the line speed on the access server or router line. Set the value to the
highest speed in common between the modem and the access server or router port.

Note: If for some reason you cannot usevicontrol, limit the line speed to 96@Ps.
Faster speeds are likely to result in lost data.

Use theshow lineEXEC command again and confirm that the line speed is set to the
desired value.

When you are certain that the access server or router line is configured for the desired
speed, initiate a reverse Telnet session to the modem via that line. For more
information, see the section “Establishing a Reverse Telnet Session to a Modem.”

Use a modem command string that includes the lock DTE speed command for your
modem. See your modem documentation for exact configuration command syntax.

Note: The lock DTE speed command, which might also be referredporaste
adjustor buffered modes often related to the way in which the modem handles error
correction. This command varies widely between modems.

Locking the modem speed ensures that the modem always communicates with the
Cisco access seswor router at the speed configured on the Cisco auxiliary port. If this
command is not used, the modem will revert to the speed of the data link (the
telephone line) instead of communicating at the speed configured on the access server.
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Dialin Session Ends Up in Existing Session

Dialin Session Ends Up in Existing Session

Symptom: Remote dialin session ends up in an already existing session initiated by another user.
That is, instead of getting a login prompt, a dialin user sees a session established by another user
(which might be a UNIX command prompt, a text editor session, and so forth).

Table 14-8 outlines the problems that might cause this symptom and describes solutions to those

problems.

Table 14-8 Dialin: Dialin Session Ends up in Existing Session

Possible Causes Suggested Actions

Modem configured for DCD always high  Step 1

Step 2

Step 3

The modem should be reconfigured to have DCD high only oh Tfs is usually
done with th&&C1 modem command string (see Figare 1), lut check your modem
documentation for the exact syntax for your modem.

You might have to configure the access server line to which the modem is connected
with theno exedine configuration command. Clear the line with dhear line

privileged EXEC command, initiate a reverse Telnet session with the modem, and
reconfigure the modem so that DCD is high only on CD.

End the Telnet session by enteritigconnectand reconfigure the access server line
with theexecline configuration command.

Modem control is not enabled on the accesStep 1
server or router

Step 2

Use theshow line EXEC command on the access server or router. The output for the
auxiliary port should she “inout” or “RIisCD” in the Modem column. This indicates
that modem control is enabled on the line of the access server or router.

For an explanation of thehow lineoutput, see the “Interpretirghow line Output”
section earlier in this chapter.

Configure the line for modem control using thedem inoutline configuration
command. Modem control is now enabled on the access server.

Note: Be certain to use thmodem inoutcommand instead of threodem ri-is-cd
command while the connectivity of the modem is in question. The latter command
allows the line to accept incoming calls arfButgoing calls will be refused, making it
impossible to establish &[fiet session with the modem to configure it. If yanito
enable thenodem ri-is-cd command, do so only after you are certain the modem is
functioning correctly.

Incorrect cabling Step 1

Step 2

Check the cabling between the modem and the access server or router. Confirm that
the modem is connected to the auxiliary port on the access server or router with a
rolled RJ-45 cable and an MMOD DB-25 adapter. This cabling configuration is
recommended and supported by Cisco for RJ-45 ports. (These connectors are typically
labelled “Modem.”)

Use theshow lineEXEC command to verify that the cabling is correct. See the
explanation of thehow linecommand output in the section “Interpretstipw line
Output” earlier in this chapter.

1. CD=Carrier Detect
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Modem Cannot Send or Receive Data

Symptom: After a dialin connection is established, a modem cannot send or receive data of any

kind.
Table 14-9 outlines the problems that might cause this symptom and describes solutions to those
problems.
Table 14-9 Dialin: Modem Cannot Send or Receive Data
Possible Causes Suggested Actions
Modem speed setting is not locked Step1 Use theshow lineEXEC command on the access server or router. The output for the

Step 2

Step 3

Step 4

Step 5

auxiliary port should indicate the currently configured Tx and Rx speeds.

For an explanation of the output of tleow linecommand, see the “Interpreting
show line Output” section earlier in this chapter.

If the line is not configured to the correct speed, usspkedline configuration
command to set the line speed on the access server or router line. Set the value to the
highest speed in common between the modem and the access server or router port.

Note: If for some reason you cannot usevicontrol, limit the line speed to 96@Ps.
Faster speeds are likely to result in lost data.

Use theshow lineEXEC command again and confirm that the line speed is set to the
desired value.

When you are certain that the access server or router line is configured for the desired
speed, initiate a reverse Telnet session to the modem via that line. For more
information, see the section “Establishing a Reverse Telnet Session to a Modem”
earlier in this chapter.

Use a modem command string that includes the lock DTE speed command for your
modem. See your modem documentation for exact configuration command syntax.

Note: The lock DTE speed command, which might also be referredporaste
adjustor buffered modeis often related to the way in which the modem handles error
correction. This command varies widely between modems.

Locking the modem speed ensures that the modem always communicates with the
Cisco access seswor router at the speed configured on the Cisco auxiliary port. If this
command is not used, the modem will revert to the speed of the data link (the
telephone line) instead of communicating at the speed configured on the access server.
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Possible Causes Suggested Actions

Hardware flow control not configured on  Step1 Use theshow lineaux-line-numbeEXEC command and look for the folling in the
local or remote modem or router Capabilities field (see Figure 14-2):

Capabilities: Hardware Flowcontrol In, Hardware Flowcontrol Out...

If there is no mention of hardware flow control in this field, hardware flow control is
not enabled on the line. Hardware flow control for access server-to-modem
connections is recommended.

For an explanation of the output of tsilgow linecommand, see the section
“Interpretingshow line Output” earlier in this chapter.

Step 2 Configure hardware flow control on the line usingftbeicontrol hardware line
configuration command.

Note: If for some reason you cannot usevloontrol, limit the line speed to 96@Ps.
Faster speeds are likely to result in lost data.

Step 3 After enabling hardware flow control on the access server or router line, initiate a
reverse Telnet session to the modem via that line. For more information, see the
section “Establishing a Reverse Telnet Session to a Modem.”

Step 4 Use a modem command string that includes the RTS/CTS Flow command for your
modem. This command ensures that the modem is using the same method of flow
control (that is, hardware flow control) as the Cisco access server or router. See your
modem documentation for exact configuration command syntax. Figure 14-1 shows
the hardware flow control command string for a Hayes-compatible modem.

Misconfigureddialer map commands Step 1 Use theshow running-configprivileged EXEC command to view the router
configuration. Check théialer map command entries to see if thmadcast
keyword is specified.

Step 2 If the keyword is missing, add it to the configuration.
Step 3 Make sure thadialer map commands specify the correct next hop addresses.
Step 4 If the next hop address is incorrect, change it usingider map command.

Step 5 Make sure that all other optionsdraler map commands are correctly specified for
the protocol you are using.

Old PC UART problem This problem only applies to PC-to-router dialin connections.
Step 1 Use theterminal download command at the EXEC prompt before you Telnet.

Step 2 If the problem persists, use the DOS program “MSD” to see whatART is on your
comm port. Older PC UARTS, like the 8250, can't run at speeds over 19200 bps.

Step 3 If you have an older UART, try lowering your connection speed or get a faster serial
card for your PC.

Problem with dialing modem Make sure that the dialing modem is operational and is securely connected to the correct port.
See if another modem works when connected to the same port.
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Modem Cannot Send or Receive IP Data

Symptom: After a dialin connection is established, a modem cannot send or receive IP data.

Note For general problems associated with a modem that cannot send or receive data, refer to the
section “Modem Cannot Send or Receive Data” earlier in this chapter.

For information on troubleshooting IP problems not specific to dialin connections, refer to the
“Troubleshooting TCP/IP” chapter.

Table 14-10 outlines the problems that might cause this symptom and describes solutions to those

problems.

Table 14-10 Dialin: Modem Cannot Send or Receive IP Data

Possible Causes

Suggested Actions

IP routing not configured on local or remoteMake sure that IP routing is enabled on the local and remote routers. For detailed information

router about configuring IP routing, refer to the Cisco IR&work Protocols Configuration Guide,
Part 1.
No default gateway specified on PC Step1 Use theshow slipEXEC command and make sure that the specified IP address is the
same as the default gateway specification on the PC.
Step 2 Check the specified dailt gatevay address on the PC. If the IP address is not correct,

specify the correct address. For instructions on verifying and changing the default
gateway address on the workstation, refer to the vendor documentation.

Hardware flow control not configured on  Step 1
local or remote modem or router

Use theshow lineaux-line-numbeEXEC command and look for the folling in the
Capabilities field (see Figure 14-2):

Capabilities: Hardware Flowcontrol In, Hardware Flowcontrol Out...

Step 2

Step 3

Step 4

If there is no mention of hardware flow control in this field, hardware flow control is
not enabled on the line. Hardware flow control for access server-to-modem
connections is recommended.

For an explanation of the output of tieow linecommand, see the “Interpreting
show line Output” section earlier in this chapter.

Configure hardware flow control on the line usingftoecontrol hardware line
configuration command.

Note: If for some reason you cannot usevioontrol, limit the line speed to 96@Ps.
Faster speeds are likely to result in lost data.

After enabling hardware flow control on the access server or router line, initiate a
reverse Telnet session to the modem via that line. For more information, see the
section “Establishing a Reverse Telnet Session to a Modem.”

Use a modem command string that includes the RTS/CTS Flow command for your
modem. This command ensures that the modem is using the same method of flow
control (that is, hardware flow control) as the Cisco access server or router. See your
modem documentation for exact configuration command syntax. Figure 14-1 shows
the hardware flow control command string for a Hayes-compatible modem.
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Possible Causes

Suggested Actions

Misconfigureddialer map commands

Step 1

Step 2

Use theshow running-configprivileged EXEC command to view the router
configuration. Check théialer map command entries to see if thmadcast
keyword is specified.

If the broadcastkeyword is missing, add it to the configuration.

Static routes not configured

Step 1

Step 2

Use theshow ip route privileged EXEC command to see if there is a static route to the
remote network in the routing table.

If there is not a static route to the remote network, configure one usiipgrthege
command. The static route should point to the remote network via the next hop in the
dialer map.

DNS server not specified on router or
workstation

Step 1

Step 2

Check to see if the workstation and router both have DNS information specified. On
the router, use thehow running-config privileged EXEC command to see if DNS is
configured. For information on verifying the workstation configuration, refer to the
vendor documentation.

If the router and workstation are not configured to use DNS, uge the
domain-lookup, ip domain-name andip name-servercommands to configure the
router.

Configure a DNS server address in the TCP/IP software on the PC. For more
information, refer to the vendor documentation.
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Modem Cannot Send or Receive IPX Data

Symptom: After a dialin connection is established, a modem cannot send or receive Novell IPX
data.

Note For general problems associated with a modem that cannot send or receive data, refer to the
section “Modem Cannot Send or Receive Data” earlier in this chapter.

For information on troubleshooting Mell IPX problems not specific to dialin connections, refer to
the “Troubleshooting Novell IPX” chapter.

Table 14-11 outlines the problems that might cause this symptom and describes solutions to those
problems.

Table 14-11 Dialin: Modem Cannot Send or Receive IPX Data

Possible Causes Suggested Actions

IPX not enabled on the router Make sure that IPX routing is enabled on the router. For detailed information on enabling IPX
routing, refer to the Cisco I0Setwork Protocols Configuration Guideart 1.

Incorrect Ethernet encapsulation Step 1 Enter theshow ipx serversprivileged EXEC command on your router. If the router is
not in the listing, the Ethernet encapsulation might be incorrect.

Step 2 Configure the correct Ethernet encapsulation on the router's Ethernet port using the
ipx network networkencapsulationencapsulation-typaterface configuration
command. The encapsulation must be the same as your server.

IPX stack not installed correctly on PC This problem applies only to PC-to-router dialin connections.

Make sure that the IPX software is properly installed on the PC. For more information on
installing the IPX stack, refer to the vendor documentation.
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Modem Does Not Disconnect Properly

Symptom: Modem does not disconnect prope@pnnections to the modem do not terminate when
thequit command is entered.

Table 14-12 outlines the problems that might cause this symptom and describes solutions to those
problems.

Table 14-12 Dialin: Modem Does Not Disconnect Properly

Possible Causes Suggested Actions

Modem is not sensing DTR Enter the Hangup DTR modem command string. This command tells the modem to drop carrier
when the DTR signal is no longer being received.

On a Hayes-compatible modem #B3 string is commonly used to configure Hangup DTR
on the modem, as shown in Figure 14-1. For the exact syntax of this command, see the
documentation for your modem.

Modem control is not enabled on the routerStep 1 Use theshow line EXEC command on the access server or router. The output for the
or access server auxiliary port should she “inout” or “RIisCD” in the Modem column. This indicates
that modem control is enabled on the line of the access server or router.

For an explanation of thehow lineoutput, see the “Interpretirghow line Output”
section earlier in this chapter.

Step 2 Configure the line for modem control using thedem inoutline configuration
command. Modem control is now enabled on the access server.

Note: Be certain to use thmodem inoutcommand instead of threodem ri-is-cd
command while the connectivity of the modem is in question. The latter command
allows the line to accept incoming calls arfButgoing calls will be refused, making it
impossible to establish &[fiet session with the modem to configure it. If yanito
enable thenodem ri-is-cd command, do so only after you are certain the modem is
functioning correctly.
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Link Goes Down Too Soon

Symptom: After a dialin connection is established, the link goes down again too quickly.

Table 14-3 outlines the problems that might cause this symptom and describes solutions to those

problems.

Table 14-13 Dialin: Link Goes Down Too Soon

Possible Causes

Suggested Actions

Dialer timeout is too short Step 1

Step 2

Use theshow running-configprivileged EXEC command to view the router
configuration. Check the value configured with dieder idle-timeout command.

Increase the timeout value using thaler idle-timeout second€ommand. The
default is 120 seconds.

Dialer lists are too restrictive Step 1

Step 2

Use theshow running-config privileged EXEC command to view the router
configuration. Check the access lists referencedidgr list commands.

Make sure the access lists describe all the traffic that should keep the link active.
Reconfigure the access lists to include additional traffic if necessary.
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Link Does Not Go Down or Stays Up Too Long

Symptom: After a dialin connection is established, the link stays up indefinitely or stays up for too
long in an idle state.

Table 14-14 outlines the problems that might cause this symptom and describes solutions to those
problems.

Table 14-14 Dialin: Link Does Not Go Down or Stays Up Too Long

Possible Causes Suggested Actions

Dialer lists not restrictive enough Step 1 Use theshow running-configprivileged EXEC command to view the router
configuration. Check the access lists referencedidgr list commands.

Step 2 Make sure the access lists do not describe traffic that should not keep the link active.
Reconfigure the access lists to exclude uninteresting traffic if necessary.

Modems misconfigured Make sure the local and remote modems are properly configured. In particular, both modems
should be configured to disconnect on loss of DTR (Hangup DTR).

On a Hayes-compatible modem #&B3 string is commonly used to configure Hangup DTR
on the modem, as shown in Figure 14-1. For the exact syntax of this command, see the
documentation for your modem.
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Poor Performance

Symptom: After a dialin connection is established, performanee the link is slar or unreliable,
often due to a high rate of data loss.

Table 14-15 outlines the problems that might cause this symptom and describes solutions to those
problems.

Table 14-15 Dialin: Poor Performance

Possible Causes Suggested Actions

Error correction is not configured on the  Make certain the modem is configured for error correction. For the exact syntax of the
modem command, see your modem documentation.

Flow control is not enabled, is enabled onlyStep 1  Use theshow lineaux-line-numbeEXEC command and look for the folling in the
on one device (either DTE or DCE), or is Capalbilities field (see Figure 14-2):

misconfigured Capabilities: Hardware Flowcontrol In, Hardware Flowcontrol Out...

If there is no mention of hardware flow control in this field, hardware flow control is
not enabled on the line. Hardware flow control for access server-to-modem
connections is recommended.

For an explanation of the output of tleow linecommand, see the “Interpreting
show line Output” section earlier in this chapter.

Step 2 Configure hardware flow control on the line usingftbecontrol hardware line
configuration command.

Note: If for some reason you cannot usevioontrol, limit the line speed to 96@ps.
Faster speeds are likely to result in lost data.

Step 3 After enabling hardware flow control on the access server or router line, initiate a
reverse Telnet session to the modem via that line. For more information, see the
section “Establishing a Reverse Telnet Session to a Modem.”

Step 4 Use a modem command string that includes the RTS/CTS Flow command for your
modem. This command ensures that the modem is using the same method of flow
control (that is, hardware flow control) as the Cisco access server or router. See your
modem documentation for exact configuration command syntax. Figure 14-1 shows
the hardware flow control command string for a Hayes-compatible modem.

Congestion or line noise Step 1 If the network is congested, dial-up connections can freeze for a few seconds. The
only solution is to reduce congestion on the network by increasing bandwidth or
redesigning the network.

Step 2 Line noise can also freeze up a dialup connection. For information on how to account
for line noise for your modem, refer to the vendor documentation.

Old PC UART This problem applies only to PC-to-router dialin connections.

Step1 Use the DOS program “MSD” to see what PERT is on your comm port. Older PC
UARTS, like the 8250, cannot run at speeds over 19200 bps.

Step 2 If you have an older UART, try lowering your connection speed or get a faster serial
card for your PC.
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